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KoMnbHOTEePHBI BUPYC —
Pa3HOBUIHOCTH KOMIIBIOTEPHBIX
[IpOrpamMM WJIM BPEAOHOCHBIN KO/,
OTJIMYUTEIBHON 0COOCHHOCTBIO
KOTOPBIX SIBISETCS CIOCOOHOCTB K
Pa3MHOKECHUIO (CaMOPEIIMKALIS ).




- B Hacrosiee BpeMsa HE CYLIECTBYET
€AUHOM CUCTEMBI KJIaCCU(DUKAIIUU U
MMEHOBAHNA BUPYCOB. |

A

[ IpuHATO pa3aensaTs BUPYCHI Ha
CJIEAYIOIIUE IPYIIIIHI.
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PanjioBblie BUPYCHI
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DTO BUPYCHI-NIAPA3UTHI, KOTOPBIE TIPU

pacnpoCTPaHEHUU CBOMX KOMUN 0053aTEIbHO el

U3MEHSIOT COAEPKUMOE UCTIOTHAEMBIX (DalJioB, IpU : y i

3TOM (haijIbl, aTAKOBAHHBIE BUPYCOM, B OOJILILIMHCTBE ' E —
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DTO KOMIIBIOTEPHBIE BUPYCHI, & N =
3aIMCBIBAIOINECS B IIEPBBIA CEKTOp 5 /3
T'MOKOTO MM KECTKOTO JHCKA U |
BBITIOIHSAIOLIUECS TIPH 3arPy3Ke
KOMIIBIOTEpA. ,’
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Advanced BI0S Features

( )
CPU Level 2 Cache IMI

3

Menu Level M

Quick Power On Self Test [Enabled) <Enter> to enable or
RAID or SCSI Card Boot [SCS1 Card) disable,
First Boot Device [Floppy!

Second Boot Device (HDD-8)
Third Boot Device [Disabled]
Boot Other Device [Disabled)
Boot Up Floppy Seek [Disabled)
Boot Up Numlock Status [0n) =
Gate 26 Option (Fast)
Typematic Rate Setting (Disabled)
x Typematic Rate (Chars/Sec) b
x Typematic Delay (Myec) 250
APIC Mode [Evabled)

0872 Onboard Memory > 64H (Disabled)
Full Screen LOGD Show [Disabled)
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Cxkpunrosbie BUPYCBI .

- TpebyroT HamM4YKs OXHOTO U3 < @
CKPHUIITOBBIX SI3BIKOB (Javascript, mre
VBScript) mas caMoCTOSTEeIIEHOTO b

La firma digital de la aplicacion no se puede verificar.
éDesea ejecutar la aplicacion?

Mombre:  Var
B Edwtor:  PIOT VERIFICADO) hetpc [ fsun Java com
| o= K

Conflar sempre en ol contersds de este edtr |

| b Froe doiel no w pusde verficer madierte e fuecte de
w corfaran. [peciie ety aphcaccn scumects & corfi e o
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MakpoBupyChI

—o= Pe N ( ” 4
3
DTO Pa3HOBUAHOCTHh KOMIILIOTEPHBIX k. A8
BUPYCOB pa3pabOTaHHBIX Ha MAaKPOS3bIKaX, ll‘ ’
B

BCTPOCHHBIX B TAKHC IIPUKIAAHBIC ITAKCTDI
ITO, xax Microsoft Office.

AW EEL

\

Microsoft Word ki ES

ZHWIMDOWS Profiles) CawaiMom
AoKYMEHTEN JaEepweHo) KoMneraTepel 2001 Curious BasiciMatepyane\MT4, doc

COAEP¥HAT MakKpOChl,

Makpockl MOryT COAEp¥aTe BMpYCEl, BesonacHee OTKAHOYKTE MaKpOCkEl, HO BCH
OHH HEDEKDﬂ,HMbI_. TO Y4CTE I:IJ':."HHLI,HDHEJ'IbHDETH MO¥ET BRITE YTEPAHA.

OTKNHYMTE MAKpOCE! He oTEnH4aTE Makpockl MNoapofHOCTH |
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Bupychsl,
mopa;karliinue
;gucxozmblii Ko

S = _= —

Bupychl TaHHOTO THIIA TTOPAKAIOT UIIU
MCXOJIHBIN KOJI POTPaMMBbl, 1100 €€

komiioHeHThI (OBJ-, LIB-, DCU- ¢aiinb) a

| \TaK e VCL u ActiveX KOMIIOHEHTHI.

segment  ‘code’
assume cs;text

org 100h

Main proc
jmp VStart lNepexon Ha BupYyC
db ‘A :Mapkep 2apaxeHHoCcTH -
mov ax,4C00h 5
int 21h ;3aBeplUeHne BUPYCOHOCKUTENA

VStart: call $+3
pop bp
sub bp,offset VStart
mov di,100h
lea si [bp+offset Orig]
movsw :BoCCTaHOBNEHWE OPUIHHANLHOIO
movsw ‘Hauana sapaxensoro anna

.Onpegenexune Havana supyca

mov ax, 2524h
lea dx[bp+New24h]
int 21h
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DOS

Microsoft Windows
Unix
o

W 1

LLinux







HoaumopgdHbIe
BHPYChI

Bupyc, KoTopbiil ipy 3apaX€HUU HOBBIX
(hailJIoB U CUCTEMHBIX 00JIaCTEe AUCKaA MHUDPYET
COOCTBEHHBIN KOJI.

ecx,[ehp][ DBBBBBBB9]
eax
edx

eax

eax,\ﬂ“
eax,[egp][4]

FC —16
| — ¥
01
[ebpl[-000000DOE4 ), al
eax, [ebpll00OODOO84 )
dx [ebp][@]
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Crejic-BUpYChI

28 - ®

Bupyc, MOJITHOCTBIO UM YACTUYHO
CKPBIBAIOIIMI CBOE MPUCYTCTBUE B
CHUCTEMeE, IIyTEM IIepexBara
0OpaIeHNM K ONECPALIMOHHOM
CHUCTEME, OCYIIECTRIISIOMINX
YTECHHUE, 3aMUCh, YTCHUE
JOIOJHUTEIbHON HH(POPMAIIHH O
3apakKCHHBIX 00BEKTaX
(3arpy304HBIX CEKTOpax, JJIEMEHTaX
(baiiI0BOM CUCTEMBI, HAMSITH U T.]11.)




PyTKHT

[Iporpamma njim HabOp porpamMm
JUISL CKPBITHSI CIIEJIOB PUCYTCTBUSA

IIPOTPaMMBbI B CUCTEME.
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bIKaophI

"

[IporpamMmel, KOTOPBIEC YCTAHABIUBACT | }
B3JIOMILIMK Ha B3JIOMAaHHOM UM KOMIIBIOTEPE .’ )
II0CJI€ ITOYYECHHUS IEPBOHAYATIBLHOI'O JOCTYIIa 5 o4
C L[E€JIBIO0 IIOBTOPHOT'O MOJIYYEHUS JOCTYIIa K 8 [
CHUCTEME. R Y

™ L ) ‘ | i 2 E

N ' : - —

lNMpoeBepka Ha be AKopbl U Ablpbl HA cepBepe

Connecting to 94.244.157.85:27015..
www_hotstrike_kiev.ua | Public / cs_assault [1/22] 47
Operation system [0S): Windows

yv"_ulu 1
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- Monynu jjis nepexsara
Ha)XKaTUH KJIaBUIII HA

-~ Kengorrepor

Admin (0%/0)
User (457/45)
Keystrokes Typed (6%/6)

S@jl Screenshots (2%/2)

g Web Sites Visited (0%/0)
Clipboard (0*/0)
Program Activity (30%/30)
Computer Activity (7%/7)

4 f Settings
ﬁ Legging
{E=] Keystrokes Typed
- Screenshots
@ Web Sites Visited

Clipboard

Program Activity
E Camputer Activity

@ Log Size
@ Delivery

Password

gy, Invisibility

A Alarms

Filters

T [ Type of event |Application Window title

Problem Reports and

Program Activity Y Problem Reports and Solutions

Program Activity 8] Media Center Media Status Aggregator S...
5/3/2007 3:05:18 PM =] Keystrokes Typed M8 Windows Explorer
5/3/2007 3:04:37 PM Computer Activity B Activated
5/3/2007 3:04:35 PM Computer Activity & Locked
5/3/2007 3:04:17 PM Program Activity (8] COM Surrogate
5/3/2007 3:04:16 PM Program Activity 2] Extension CLSID Verification Host
5/3/2007 3:04:15 PM Program Activity 8] Extension CLSID Verification Host
5/3/2007 3:03:10 PM Program Activity 5] Media Center Tray Applet
5/3/2007 3:03:10 PM Program Activity @ Windows Parental Contrel Notifications

=

Rename Account

@ 5/3/2007 32437 PM
E% Problem Reports and Solutions - D:\Windows\System32\wercon.exe

B Eit

™

Program Activity

Exit

Show nonprinting characters Show deleted characters

Number of records: 32

Latest records (5/3/2007)
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Spyware — nporpaMmMHOE
oOecreyeHue,
OCYILECTBIISIONIEE
NESATEIbHOCTh IO COOPY
MH(pOpMaLIMU O KOHPUTYpalluu
KOMIIbIOTEPA, ACSITECILHOCTHU
I0JIb30BaTelIs U JIF000 Apyroi
KOH()UICHIIMATILHON
HHOpMaLMK 0€3 corIacus
CaMoro I10JIb30BaTeJIsl.
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BOTHETHI

DTO KOMIIbIOTEPHAS CETh,
COCTOSIIIAS] U3 HEKOTOPOTO
KOJIMYECTBA XOCTOB, C

OOBIYHO UCHOJIB3YFOTCS JJIS
HEJIETAJIbHOM UJIN
Heo100psieMoi
NEATEILHOCTH — PACCHIIKU







Co3aHue U pacnpoCTPaHECHUE
BPEIOHOCHBIX IPOrpaMM (B TOM YHCIIE
BUPYCOB) npeciaeayercs B Poccun
COITIACHO YTOJIOBHOMY KOACKCY PD
(rmaBa 28, cratbs 273)
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CymectByeT JlokTpruHA HHPOPMAITOHHON s
oe3onacHoctu PO, cormacHo kotopoii B Poccun s /| &
JOJKEH ITPOBOAUTHCS MPABOBOM JIMKOE3 B IIKOJIAX —
U By3ax INpu 00yueHur HHOOPMATUKE U
KOMITbIOTEPHOM IPaMOTHOCTH I10 BOIIPOCaM
3alUThl HHPopManuu B IBM, 00pbOEI €
KOMITBIOTEPHBIMU BUPYCaMHU, I€TCKUMU

e

IOpHOCATaMu U 00€CICYCHUIO
MH(POPMAIMOHHOMN 0€30I1acHOCTH B ceTsix DBM.
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PU3KYJIbTMHHYTKA







YcranoBurte
KOMILJIEKCHYIO

CHCTEMY3aLUTH!
Ma A £ = n

YcraHoBka 0OBIYHOIO aHTUBUPYCA — BUEPALIHUI
neHb. CerogHs akTyalbHbl TaK Ha3bIBA€MBbIC
«KOMILUIEKCHBIE CUCTEMBI 3aIUThD», BKIIIOYAIOIIHE B
ce0s aHTUBUPYC, (PalipBOII, aHTUCTIAM — (PUIIBTP U
€Ille Mapy — TPOMKY MOJYJIEH IS TTOJIHOU 3l ThI
BaIIIETO KOMIIBIOTEPA.

B | . I

HoBble BUPYChI HOSBIISIIOTCS €KETHEBHO, II03TOMY
HE 3a0bIBATE PEryIsipHO OOHOBIISTH Oa3bl
CUTHATYp, JIy4llle BCEr0 HaCTPOUTH MPOrpaMmy Ha
aBTOMaTU4Y€CKOE€ OOHOBIICHUE.




byAbTe 0CTOPOKHDI = —
C JIEKTPOHHOM Al @t
&  modqroii: K
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He cTout nepenaBars Kakyro-1u00 BaKHYH0 HH(OPMALIMIO Yepe3
AIIEKTPOHHYIO MOYTY.

\ - > - f

YcTaHoBUTE 3alpEeT OTKPHITUS BIOKEHUM AIEKTPOHHOU TTOYTHI, .
ITOCKOJIbKY MHOTHE BUPYCHI COJIEPKATCS BO BIOKECHUSIX U

HaYMHAIOT PACIIPOCTPAHATHCA CPaA3y IHOCJIIC OTKPBITHUA BIIOKCHUSI.
a “—'—-w——r--—-————-_-——r/’

[Tporpammer Microsoft Outlooku Windows Mail momorarot
OJIOKMPOBATh MTOTCHIIMAIBHO OIIACHBIC BIIOXKCHHUSI.




Ioab3yuTech
opaysepamu Mozilla
Firgfox, Gpogle Chnome

(,akinj\pg_l%i:Safalfi!" A
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BOJIBIIMHCTBO YEPBEN U BPENOHOCHBIX CKPUIITOB OPUEHTUPOBAHBI
~nox Internet Explorer u Opera.

e
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|E 1o cux nop yaep:kuBaeT nepByr0 CTPOUYKY B PEUTHUHIE
HOMYJISIPHOCTH, HO JIMIIb ITOTOMY, 4TO OH BcTpoeH B Windows.
\

Opera ouenb nonyisipHa B Poccuu u3-3a ee mpu3payHoro yao0cTea

H PCaJIbHO OO0JBIIIOr0 YMciia HaCTPOCK. ﬁ '

YpoBeHb 0€30I1aCHOCTH CHJIBHO XPOMAET KAK Y OJTHOTO, TAK U Y
BTOpOro Opay3epa, IOATOMY JIyUIlle UM U HE MO0JIb30BaThCSI BOBCE.
N
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ONepanMOHHYI0
c@tTeMyAdeOWS' &
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[TocTOSTHHO OOHOBISIUTE ONEPAIMOHHYIO CUCTEMY
Windows.

p

Kopnopamus Microsoft nepuonudecku BeITycKaeT
crernuajbHble 0OHOBIICHUS O€30IaCHOCTH, |

KOTOPBIC MOI'YT IIOMOYb 3allIUTUTh KOMIIBIOTCP. |

OTU OOHOBJICHUS MOTYT IIPEIOTBPAaTUTh BUPYCHBIE
U IPyTUE€ aTaku Ha KOMIIBIOTED, 3aKpbIBAs
MMOTEHIUAJIBHO OIACHBIE TOYKHU BXO/A.




Bupyc

He oTnipaBasiure |
SMS-coo0menns!

BbiMorarTend
CMC

Cenyac O4€Hb MOITYJISAPHBI CAMTHI, ITPEAIAraroIue JOCTY K
qy:kuM SMS 1 pacnieyarkaMm 3BOHKOB, TaKyK€ OYE€Hb YACTO
IpY CKaYMBaHUU (hailioB BaM IpejjiaratoT BBECTH CBOM
HOMED, WM BHE3AIMHO MOSBIISICTCS OJIOKUPYIOIIEE OKHO,

KOTOPOE SIKOOBI MOXKHO yOpaTh ¢ MOMOIIbIO OTIIpaBku SMS. :
L .

IIpu otnipaBke SMS, B jydiiieM ciydae, MOXXHO JIMIITUTHCS
300-600 pyoneii Ha cueTy TeaedoHa — €CIIM HY>KHO Oy/ieT
OTIPABUTH COOOIIICHNE HA KOPOTKUN HOMED JIJIsi OILJIaThI, B
XyJIIIEM — Ha KOMITbIOTEPE MOSABUTCS y>KaCHbBIA BUPYC.

\ ' S ~

‘ i

[ToaTOMYy HHKOIZIa HE OTHpaBisiiTe SMS-Co00IeHUS U HE
BBOJIUTE CBOM HOMED Teae(hoHA HA COMHUTEIIBHBIX calTax
IIPU PETUCTPALNM.

- /
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- Ecnu BBI cKauMBa€eTe NMPATCKUE BEPCHU IPOIPAMM HIIU CBEKEHBK
B3JIOMIHI/IK HpOI‘paMMBI 3aHyCKaeTe €ro U CO3HATEIIbHO I/II‘HOpI/Ipye

JIutieH3uoHHbIE TpOorpamMMbl U30aBsAT Bac oT mogo0HOM yrpo3bl!




Ucnoub3yure
~Opanamayap!

a8 ~ - | & " =24

Hcnons3yiite 6panamaysp Windows uau gpyroi
OpaHIMay3p, OITOBELIAOIIMN O HATUYNUH
TIOIO3PUTEILHON AaKTUBHOCTH IIPH ITOTBITKE

BHUPYCa WX YCPBs ITOAKIIIOYHUTHCA K KOMIIBIOTCPY.
; . : e

OH TakXe IMO3BOJISIET 3AIPETUTH BUPYCaM, YEPBIM
M XaKepaM 3arpykarh IMOTCHIIUAIBLHO OIACHBIE
IPOrpamMMBbl Ha KOMITBIOTED.




Ucnouab3ynre
CJIOKHBIE NTapoJiu!
4 ansik=nl P

1 .-'\ = N -8 o~ ]

s

& 3

Kak yTBepxkaaeT craructuka, 80% Bcex maposen — 3To
IPOCTBIC CIIOBA: UME€HA, MAPKHU TeE(POHA WIIK MAILIWHBI,
MMl KOIIIKM MM co0aKu, a Takxke maposu Bpoje 123. Takue

~ TIApOJIM CWJIBHO O0JIer4aroT paboTy B3JIOMIIUKAM.

" . : = e

B uaeane napoau J0KHBI COCTOSITh MUHUMYM U3 CEMU, a
Jydile IBeHalaTH CUMBOJIOB. Bpems Ha moabop maposist

13 ISITH CUMBOJIOB — 2-4 Jaca, Ho 4TOOBI B3JI0OMAaTh
CEMHUCHUMBOJIBLHBIN AP0k, TOTpedyeTcs 2-4 roaa.

- — o ——

JIydiiie ucmnosib30BaTh Mapoad, KOMOMHUPYIOIIHUE OYKBbI
Pa3HBIX PETUCTPOB, HM(PHI U pa3HBIC 3HAUKHU.
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JlenaiiTe pe3epBHbIE [

~ Konuu!
o\ ol g | ®

[Ipu Masierien yrpose neHHasl
MH(pOpMalLIMS C Balllero KOMIbIOTEpa
MOYKET OBITh yIaJICHA, a YTO €IIE XYKE —
MOXUIIICHA.

&

Bo3pMuTe 3a paBUIo 00s13aTEIIBHOE
CO3/IAHUE PE3ECPBHBIX KOIIMK BaKHBIX
JAHHBIX Ha BHEIIIHEM yCTpOMCTBE —(hJiel-
KapTe, ONTUYECKOM JUCKE, TEPEHOCHOM
KECTKOM JIUCKE.
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PyHKUUA
«PoauTelibCKUM
g;; KOHFPOJIB) b

m&omnrr ¢ C.ﬁ -

J1J1s1 1eTCKOM NCUXUKU MIHTEpHET — 3TO MTOCTOSIHHAA yrpo3a
MOJIYYEHU S TICUXOJIOTUYECKOU TPABMBI U PUCK OKA3aThCsl
KEPTBOM MPECTYIHUKOB. A

-

- He ctpeMuTech yranBarh OT pOAUTENICH KPYT TEM, KOTOPBIE

BBl OOCYXJIa€T B CETH, U HOBbIX THTEpHET-3HAKOMBIX, 3TO -
MIOMOXKET BaM peajbHO OLEHUBATh HH(OPMALINIO, KOTOPYIO
BbI BUJIUTE B CETU U HE CTaTh KEPTBOU OOMaHa.

Y — —
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e MensHukoB B.I1. MudpopmarmonHas 0€3011acHOCTh U
3amyra HHpOpMaLMK: y4€0.110CO0re sl CTYAEHTOB
BBICIIIMX YUE€OHBIX 3aBeACHMI; 3-¢ U3., cTep.-M.:
W3narenbckuid neHTp «Axkagemus», 2008. — 336 c.

e Bukunenusa — cBOOOMHAS YHIIMKIIONE AU
http://ru.wikipedia.org/wiki/KoMIIbIOTEpHBIA _BUPYC

* be3omacHbi KoMIbIOTEp U THTEpHET 1714 NETEN: HOBAs
porpaMMa MOBBIIICHUS KBaJIU(UKALIMK ITpenoaaBareieu
AITKulIITPO //Microsoft B oOpazoBaHun. —
[DneKTpoHHBIN pecypc]|. — DneKTpoH. aaH. — cop. 2008 —
Pexxum goctyma: http://www.ms-education.ru.
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